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» Few topics have generated as much recent attention as money
laundering detection. While much of the press coverage has
focused on U.S. legislation, the American experience is relevant
to financial institutions across the world as they seek to preserve
their own integrity and reputation.

In this quarter’s Insight, TowerGroup summarizes the impact
of new U.S. regulations and highlights the need for anti-money
laundering solutions to meet the increased challenges of detection.

ACI’s Proactive Risk Manager represents a proven solution with
its money laundering edition. The product applies the power of
expertly defined rules with a customized neural network model
for fast, accurate and flexible response to the evolving money
laundering problem. To learn more about ACI’s solution, visit
our Web site at www.aciworldwide.com/PRM8.
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Introduction

igned by President Bush on October 26, 2001, Title III of the USA
SPatriot Act, the International Money Laundering Abatement and
Anti—Terrorist Financing Act, will add sweeping new challenges for US
banks as regulations are issued over the course of 2002. The Act adds
to the existing body of anti-money laundering (AML) law and introduces
provisions for combating anti—terrorist financing (AT) into the anti-money
laundering compliance activities of financial institutions. Title I1I
significantly increases the regulatory burden on banks as well as the
need for products and technology to support both AML and AT

financing activities.

The USA Patriot Act extends Bank Secrecy Act requirements across

the financial services industry. In so doing, the law begins to equalize the
requirements placed on banks, securities broker/dealers, and other
nonbank financial institutions. How the law will affect a given institution
will be determined by the size, scope, nature, and complexity of the bank’s
business and by the geography in which it is located or does business.
Large global, commercial banks, especially those with integrated

financial services businesses, or banks deemed to be vulnerable to

money laundering have the greatest potential exposure, but no covered

institution is immune from the impact of the legislation.

Highlights

Title Il of the USA Patriot Act, The
International Money Laundering
Abatement and Anti—Terrorist
Financing Act, will add sweeping
new challenges for US banks as
the regulations are issued over
the course of 2002. The

law adds to Bank Secrecy

Act provisions to deter

money laundering and
introduces anti—terrorist
financing considerations.

Enhanced scrutiny of
correspondent banking, private
banking, and concentration
accounts extends the need for
expanded or enterprise-wide
anti—-money laundering (AML)
systems, a greater “know your
customer” knowledge of account
ownership and usage, and

a more forensic approach

to identification and

analysis of potentially
suspicious transactions.

The inclusion of antiterrorist
considerations into money
laundering prevention
regulations marries Office

of Financial Asset Control
(OFAC)-type list access for
customer identity verification
with ongoing analyses of the
sources and usage of funds.

Traditionally viewed as

a compliance checklist
requirement to meet

mandatory regulatory reporting
requirements, anti—money
laundering programs are moving
to center stage as a key tool for
ensuring the quality of an
institution’s reputation and
integrity in the market.

The wide availability of
anti-money laundering products
and technology makes them

a required component of any
effective AML compliance
program and raises regulators’
expectations as to what
constitutes commercially
reasonable compliance.
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The USA Patriot Act: New Burdens for Banks

By increasing the complexity of compliance and adding AT, the USA Patriot Act makes manual compliance
untenable for most banks. The products and technology available in the market today provide a range

of alternatives that put automated compliance within the reach of institutions of all sizes. As regulatory

and supervisory practices expand to include Title I1I, these products are raising the bar for what can be
considered a commercially reasonable level of compliance.

This TowerGroup Research Note looks at some of the major provisions of The International Money
Laundering Abatement and Anti—Terrorist Financing Act, the implications for banks, and the role of
technology. A forthcoming Research Note will discuss the changing market and present an update on
vendor solutions. This Note does not explicitly cover the impact of the USA Patriot Act on nonbanks,
although money laundering and AML compliance is now an issue for all types of financial institutions.

For context and background on money laundering issues and technology, see TowerGroup Research Notes
026:40P, “Money Laundering: Addressing Serious Compliance Risk with Serious Banking Technology,”

and 026:41P, “Money Laundering Vendors: A Range of Solutions to Meet Evolving Market Requirements.”

Background

Even before the tragic events of September 11, global organizations and national governments were pursuing
aggressive programs to deter money laundering. The Financial Action Task Force (FATF), among other
international organizations, has been instrumental in establishing a global framework of national laws
defining AML requirements for commercial and other banking institutions, through its 40 Recommendations
document. Virtually all developed countries have at least one such law, emphasizing “know your customer”
programs, record-keeping, reporting, and AML controls. In addition, the Basel Committee on Banking
Regulation and Supervisory Practices has been sharpening the focus on the prudential aspects of systematic
know your customer due diligence practices for industry regulators to apply to their banks.

In the US, banks have been subject to AML regulation since the Bank Secrecy Act (BSA) was passed in
1970. Since passage of the BSA, a half-dozen major statutes, as well as guidelines and requirements from
industry regulators have obligated banks to an increasingly wider range of mandatory record-keeping and
reporting controls. Because of their higher risk, funds transfers were singled out for distinct controls, with
monitoring and record retention requirements.

Exhibit 1 shows how US laws have been including a wider range of requirements.

The events of September 11, 2001 have had a profound effect on the legal and regulatory environment.

The Administration has made it clear that the US banking system will not be open to criminals and terrorists.
Starting with presidential orders to block assets of suspected terrorists, the federal government has initiated
a number of antiterrorist efforts that will have a lasting effect on banks and their role in law enforcement.
These included orders for banks to block assets of suspected terrorists, and forming both a Foreign Terrorist
Asset Tracking (FTAT) center within Treasury and Operation Green Quest, a multidepartment initiative to
investigate terrorist financing, and culminated with the passage of the USA Patriot Act.
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Exhibit 1
Selected Major US Statutes

“Joint” & “Travel” rules:
1996 . o
Fund T_f Rul Data retention for certain wires
undsiiransterhules over $3,000; identifying data to
“travel” with payment order

1994 . Currency transaction reporting
Money Laundering (CTR) exemption rules; single
Suppression Act agency collecting suspicious
activity reports (SARs)
1992 Suspicious transaction

reporting; BSA program &
compliance officer requirement;
funds transfer record retention;

Annunzio Wiley

1986 additional penalties
Money Laundering 3 offenses as part of money
Control Act laundering crimes; requirements
for banks, and fines, prison, asset
seizure

‘ . 1970
‘ Bank Record retention; reporting
Secrecy $10,000+ current transactions;
Act civil & criminal penalties for
i

noncompliance

Sonrce: TowerGroup

Internationally, the FATF has issued 8 Special Recommendations on Anti—Terrorist Financing, including

a provision on wire transfers, and is updating its 40 Recommendations to incorporate antiterrorist
considerations. The wire transfer provision encourages countries to ensure that banks provide accurate
originator data (name, address, account) in international payment transfers and send that data to the next
party in the payment (as is required by the “travel rule” in the US). With the inclusion of AT in AML, banks
now face increasing pressure to identify, track, and, in some senses, control terrorist funds—not only by
blocking of assets but also through stronger measures of identity verification at account opening, via
government-supplied lists, and attention to the ongoing uses as well as the sources of funds.

Many of the AML-specific provisions included in the Act were in process, or at least in discussion, by
Congress prior to September 11. September 11, however, highlighted the need for more standardized AML
programs across the industry and paved the way for additional AML legislation designed to deter illegal
funds coming into the US through correspondent and foreign private banking accounts as well as via
international wire transfers. US banks are advised to apply the same level of scrutiny to non-US customers
(deposits and payments) that they apply to domestic customers. In the wake of these events, regulators are
focusing on the role that technology can play in compliance and ultimately in law enforcement. Banks will
have to employ or enhance AML tools and technology to satisfy rising regulatory expectations.
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The Accelerating Regulatory Environment Under Title I1lI

The USA Patriot Act increases both the number and scope of regulations. All told, there are eight new
required regulations and six discretionary regulations in 10 sections of Title III. The law amends existing
sections of the BSA, adds new provisions to it, and creates some stand-alone law that needs to be
considered as part of AML, if not BSA, compliance.

The Act extends the BSA in two major ways. First, it significantly deepens the BSA through amendment
and “improvement” by the addition of some major new AML requirements for banks as well as by
redefining “financial institution” to encompass a range of nonbank financial institutions to which BSA
provisions did not previously apply. Second, the Act includes provisions specifically targeted toward
international money laundering deterrence through enhanced due diligence of accounts and transaction
activity of foreign entities—governments, financial institutions, and individuals. Provisions are directed
primarily at correspondent and foreign private banking accounts, but enhanced scrutiny is also required for
concentration accounts, payable-through accounts, and any offshore deposits and payments. The law also
codifies Basel Committee requirements that systematic customer due diligence become a key component
of a bank’s risk management procedures.

The regulatory and compliance challenges implicit in the statute will alter how banks approach combating
money laundering and, now, how they approach anti—terrorist financing activities. Banks will be held to
stricter controls across lines of business. Reporting and information sharing requirements are increasing at
the same time that the time to respond to government requests is decreasing. The end result is increased
compliance challenges, with associated higher risks and penalties. As a result, banks are assessing their
current BSA programs and IT products to accommodate Patriot Act provisions.

The USA Patriot Act increases the power of Treasury and other federal agencies and departments to
combat money laundering (and terrorism) by providing them with more control over, and information from,
financial institutions. The Securities and Exchange Commission (SEC) and the Commodity Futures Trading
Commission (CFTC) are added to the list of functional industry regulators under the BSA, which includes
the Federal Reserve Bank, the Federal Deposit Insurance Corporation, the Office of the Comptroller of the
Currency, the Office of Thrift Supervision, and the Credit Union National Association.

Who Is Affected. The term “financial institution” is not defined uniformly throughout Title III, which gives
Treasury some latitude in developing and applying regulations. Generally, the term routinely includes all
financial institutions (FIs) as defined by the Gramm-Leach-Bliley Act (GLB), including FDIC-insured
banks, commercial banks and trust companies, savings and loans, thrifts, and private bankers as well as
credit unions, and agencies and branches of foreign banks. The term “covered financial institution” adds
security broker/dealers to the mix, and “nonbank financial institutions” broadens coverage to other types

of investment companies. Different types of “accounts” can have a similar broad interpretation. By
encompassing demand accounts, savings deposits, asset accounts, and credit accounts or extensions of
credit, the definition facilitates applying rules to nonbank financial institutions in certain instances.

Major Provisions for Banking Institutions

In addition to strengthening requirements of the BSA, the new AML provisions are clearly focused on
dealing with perceived gaps in regulation of correspondent banking and private banking accounts, identified
in 2001 by the Senate’s Government Affairs Committee Permanent Subcommittee on Investigations, and
increasing the government’s law enforcement ability through financial institutions.
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Provisions codify industry “best practices” in terms of adequate controls relative to verification of customer
identity—including upfront list checking, a detailed understanding of customer business, business patterns,
and source of funds—as well as ongoing monitoring of high-risk accounts. The inclusion of antiterrorist
considerations into money laundering prevention regulations marries OFAC-type list access with ongoing
analyses of the sources and usage of funds. Enhanced scrutiny of accounts and transaction activity in
different areas of the bank extends the need for comprehensive or enterprise-wide anti-money laundering
systems, a greater “know-your-customer” insight relative to account ownership and usage, and a more
forensic approach to identification and analysis of potentially suspicious transaction activity.

Some key provisions affecting banks are listed below. Specific details will be worked out through the
regulation process, spelled out in Treasury guidelines, or honed further by industry regulators through
advisory documents and the examination process. These additional documents, as well as the regulations,
will assist banks by providing more finite direction on requirements especially with regard to “reasonable
steps,” “minimum standards,” and “minimum procedures.” However, no direction has yet been given as to
how to manage potentially suspicious accounts. (Exhibit 2 presents a timeline for issuance of regulations.)

Anti-Money Laundering Programs (Sec. 352). Makes AML programs mandatory for all FIs, by
implication extending banks’ BSA programs to include anti—terrorist financing controls and ensuring that
nonbank FIs create such programs. Mandates program components but not the use of technology. Will
differentiate requirements by the size, location, and activities of a bank to make program requirements
correspond to institution characteristics.

Verification of Identification (Sec. 326). Requires banks to take reasonable steps to verify identity,
including consulting government supplied terrorist lists, and to keep records of the verification means
used. Also requires Treasury in conjunction with functional regulators to specify minimum standards,
which can vary by bank and business type.

Cooperative Efforts to Deter Money Laundering (Sec. 314). Increases banks’ responsibility to
work with regulators and with law enforcement and other agencies by providing more, and more timely,
information. Also allows financial institutions to share information with one another in certain instances,
with Treasury approval, and requires Treasury to report on suspicious activity patterns to make banks
more knowledgeable and effective in this key area.

Due Diligence for Correspondent and Private Banking Accounts (Sec. 312). Requires banks
to increase controls, especially on identification of all account owners including beneficial owners.
Developed in response to significant, perceived gaps in current bank practice. Takes a broad definition
of “account” and allows application to securities broker/dealers. (Private bank accounts are defined
by a $1 million threshold value.)

Prohibition on US Correspondent Accounts with Foreign Shell Banks (Sec. 313). Requires
banks (and soon broker/dealers), to terminate correspondent accounts with foreign shell banks and to
ensure, by requesting foreign bank certification, that foreign bank correspondents don’t use the US
accounts to provide services indirectly to shell banks. Introduces a new level of “know your customer”
record generation and maintenance.

Forfeiture of Funds in US Interbank Accounts and Production of Bank Records (Sec. 319).
Targets interbank accounts (and records) of foreign banks and requires US banks to produce records
related to such accounts within 120 hours of a regulator’s request.

Special Measures (Sec. 311). Gives Treasury the authority to impose special measures on a financial
institution doing business with a jurisdiction, financial institution, or via a specific type of account or
transaction considered to be of money laundering concern to the US. Treasury can require special
measures by order or regulation on an ad hoc basis.
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Concentration Accounts at Financial Institutions (Sec. 325). Authorizes issuance of regulations
on management of these “suspense accounts,” which contain funds from multiple parties, to prevent a
bank’s customers from moving funds through such accounts to hide ownership and protect anonymity.

Penalties and Risks. A bank’s AML record will be part of any bank application for all GLB institutions
and extends to other types of nonbank financial institutions. Civil and criminal penalties up to $1 million
are possible for violation of the Special Measures and Correspondent and Private Banking Account due
diligence provisions. “Violation of trust” by an official carries a criminal penalty.

Exhibit 2
USA Patriot Act (Selected) Regulation Issuance Timeline

Special Measures (Sec. 311)

Concentration Accounts (Sec. 325) &
AML Program Minimum Standards (Sec. 352)

1

|

|

|

; ",
Prohibition on ill Cooperative Due Diligence for SARs for Verification of
Correspondent | - || Efforts to Correspondent & Securities Customer
Accounts with "l Deter Money Private Banking Broker/ Identity (Sec.
Foreign Shell Il Laundering Accounts (Sec. 312) Dealers 326)
Banks (Sec. 313)| ||| (Sec. 314) AML Programs (352) [final] (Sec.

. " 356)

1 match requirements

; to FI's situation &

. characteristics

1

|

|

2001 Q1 Q2 Q3 Q4
2002 2002 2002 2002

Source: TowerGroup

------------------------------------------------------------

Impacts on Nonbank Financial Institutions. By regulation, securities broker/dealers will be required to
file suspicious activity reports (SARs) by mid-2002, something that fewer than 20% do now on a voluntary
basis. They must also establish comprehensive AML programs that go beyond suitability analysis and fair
practices monitoring. Other requirements first applied to banks will be extended to securities firms as
regulations and rules are fleshed out. The law gives Treasury discretion to apply SAR requirements to
futures commissions merchants (FCMs), commodity pool operators, and commodity trade advisors.
Regulation on money services businesses’ filing SARs, previously mandated by law, becomes effective

in 2002.

Foreign Issues. The Act takes a carrot-and-stick approach to foreign entities, on the one hand seeking
assistance of foreign governments and financial institutions to combat terrorism and money laundering, and
on the other, instituting long-arm jurisdiction and other controls over foreign bank funds, primarily through
US correspondent and interbank accounts. Title III requires foreign banks (FBs) to certify that US
correspondent accounts are not used to provide services to shell banks and to make their “know your
customer” and other AML policies available on request from a US authority. FBs are also asked to
identify originators in international wire transfers to the US. The law allows US authorities forfeiture and
seizure of funds in interbank accounts under certain circumstances. The flip side of most “foreign issue”
requirements is increased work and responsibility for US banks.

6
©2002 The Tower Group, Inc.
May not be reproduced by any means without express permission. All rights reserved.



The USA Patriot Act: New Burdens for Banks

Some Benefits

The law is not without benefit to banks. It obligates the Financial Crimes Enforcement Network (FinCEN)
to report on information collected from banks, in particular by sharing data from suspicious activity reports
(SARs). Creation of a secure FinCEN Web site enables both electronic filing of SARs and two-way
information sharing. Rules on what kind of information sharing will be allowed have not been written.
However, information sharing, both generally and in written employee references, should give banks more
control and help reduce insiders’ disregard of potentially suspicious activity. There will also be a major
effort to streamline the currency transaction reporting (CTR) requirements to reduce the burden on banks
and allow federal agencies to make more meaningful use of collected information.

Implications for Compliance

Traditionally viewed as a checklist requirement to comply with mandatory reporting and other regulations,
anti-money laundering programs are now moving to center stage as a key tool to ensure the quality of

a bank’s reputation and integrity in the market. This is due for the most part to the increased risks and
penalties of the Act, but it is also a reflection of the importance of effectiveness in identifying potentially
suspicious transactions. Central to this effort must be a shift from strict compliance to risk-based
assessment of the effect of AML on the institution as a whole. (Key items in the move from strict
compliance to a risk-based approach are shown in Exhibit 3.)

Exhibit 3
Strict Compliance to Institutional Risk Management

STRICT ‘_ INSTITUTIONAL RISK
COMPLIANCE MANAGEMENT

“Minimum standards” Minimum standards plus

Mandated compliance Integrated risk

approach management approach

Enhanced due diligence Systemic “know your
customer”

Point solutions Enterprise-wide solution

Bank-internal transaction | Forensic analysis,

activity including third-party
content

Cost/benefit analysis: Bottomline business

Expenditure vs. possible |impact

exposure

Source: TowerGroup

Banks are already considering the high-level implications of the USA Patriot Act in anticipation of
regulations and guidance from Treasury and their functional regulators and are looking at how the law’s
provisions as understood at this point affect each of their lines of business and practices. On a more
detailed level, banks should consider steps to:
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» Keep on top of Title III as it develops—via advisory letters and documents issued by Treasury and
functional regulators (as well as their Web sites) and consulting with regulators, industry associations,
and, in some cases, vendors

* Undertake an immediate, risk-based assessment to identify any potential compliance risks or gaps across
areas of the bank, including offshore locations, affiliates, and subsidiaries

» Update existing BSA policies, procedures, or controls—including the full AML program requirements—to
be AML compliant. Involve legal and other risk management professionals within the bank

* Educate executive and senior management across the bank on the major risks, penalties, and issues and
solicit buy-in for impending changes and expenditures

* Train and communicate with line-of-business staff to anticipate and/or implement changes, both to avoid
business disruption (or client loss) and to include AML and AT considerations into business practices, risk
and credit reviews, and product development processes on an ongoing basis

* Prepare for information sharing with regulators, government agencies, and other financial
institutions as well as automating the file transfer for SARs and being able to receive
electronic/real-time communications

* Assess how technology can help (see below)

Role of Technology

The role of technology in compliance has several major facets, the most important being to satisfy mandated
regulatory requirements and identify potentially suspicious activity. However, compliance has management,
education, and training objectives to be supported as well. In the same way that FinCEN will now be
pushing information to the industry, banks should consider use of databases, document management, and
corporate intranets as well as “push” technology to satisfy internal AML compliance program goals.
Databases and document management, for example, can support compliance in a variety of ways, ranging
from filing foreign bank contacts, certifications, and related required data and documents; to managing
mandated customer identity verification methodology documentation; to tracking FATF non-cooperative
countries and territories (NCCTs); to AML and AT compliance checklists. Computer-based training on
AML, available via a corporate intranet, could be a cost-effective first step to disseminate information
targeted toward specific lines of business.

AML Products

Products to combat money laundering are becoming a central information technology (IT) system for many
banks and should be commensurate with the risks of the bank based on its size, location, and business
activities. At a baseline level, AML systems automate mandatory legal and regulatory compliance
requirements and support the enhanced due diligence and “know your customer” policies of the bank at
different stages of money laundering. Increasingly, commercial banks need AML products and technologies
to do more than monitor transactions and produce reports. They must provide a reasonable method to
identify high-risk and potentially suspicious transactions, however defined by the bank. With the inclusion
of AT in the law, AML products will also need integrated (or ancillary) scanning and filtering technology,
such as that currently used to meet OFAC requirements. It is not clear yet how completely AML products
will be able to address AT requirements, although list scanning, monitoring transactions from selected
geographies, and cross-account pattern-matching are all useful. Government assistance and direction

are critical for success.
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For banks with thousands of daily wires and deposits in millions of accounts, AML technology becomes the
only viable way to systemically know your customer, monitor high-risk transactions (e.g., large-value funds
transfers, certain types of accounts, transactions from foreign banks in NCCTs), and identify potentially
suspicious transactions. At a higher level, therefore, these products are becoming mission-critical to reduce
reputation risk and protect the core business of the institution. It is also clear from the actions of Senate
committees and regulators that available technology heightens expectations of what will be considered
commercially reasonable tools to monitor, identify, and analyze transaction activity.

There are three major types of AML products on the US market today.

Record-keeping and reporting. Products are designed to track and report information to regulators
or other national authorities, where the detailed requirement, such as a threshold value, is known.
Record-keeping and reporting products are “after-the-fact” products that meet several mandated
BSA requirements and can help in investigations.

Rules-based products. Rules-based products monitor transactions to identify and filter out potentially
suspicious transactions that are outside the expected norms for an account and customer based on that
customer’s transaction activity (and sometimes on peer group activity as well). These “outside limit” or
“out-of-character transactions” are flagged and routed for manual review by the bank staff responsible
for anti-money laundering compliance, audit, or risk management. Transactions that appear, after further
review to be inconsistent with a customer’s business are reported to the appropriate government entity.
Vendor products differ substantially in features and capabilities offered and technology used, ranging
from tolerance or limit checking to more complex rules and risk assessments.

Intelligent systems. Intelligent systems use advanced technologies, including link analysis, risk scoring,
neural networks, and complex algorithms, to identify nonlinear trends and relationships within transaction
activity, including associative patterns among accounts, customers, and relative to peer or other
groupings. These systems examine transactions in context rather than looking at an individual
transaction itself, and apply risk scorings to identify potentially suspicious transactions. The systems
learn from new data input and determine when to bring transactions to light for manual review. Again,
there can be significant differences between systems depending on the approach and the intelligence
technologies used.

(In addition, it should be noted that banks have built internal interdiction filters, data mining, statistical
analysis, or other types of systems for deterring money laundering. Sometimes these solutions are
customized around vendor AML products.)

AML Technology Vendors

Enactment of the USA Patriot Act has increased activity in the US market and attracted new vendors more
directly into the AML space. Some vendors provide compliance products, while others offer broader-based
products and technology to automate a large range of risk management and business intelligence challenges.
No single technology vendor provides a solution that is appropriate for every bank. In addition, numerous
vendors are offering products around the edges of an AML product to meet specific BSA provisions. Funds
transfer software vendors play a major role in BSA compliance, for example, by providing monitoring and
record-keeping tools to satisfy the BSA’s 1995 “joint” and “travel” rules. The Act has given vendors a new
impetus and is providing opportunities for product enhancement. (Selected AML product vendors are
categorized by product type in Exhibit 4.)
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............................................................

Exhibit 4
Selected Vendors by Product Type

COMPREHENSIVENESS & COMPLEXITY

Rules-Based Products Intelligent Systems
Americas Software ACI Worldwide
Atchley Systems HNC
Logica Mantas
AML Prime Associates NetEconomy
BREADTH Searchspace
Record-Keeping & Reporting Special Purpose Products
Atchley Systems Filtering
Thomson Financial Funds transfer software

Identity verification

Source: TowerGroup

Differentiating Among Vendors’ Offerings. The uncertainty engendered by the Act and number of
vendors in the market makes it difficult for institutions to determine the type of product needed and to
differentiate among various vendor offerings. Each bank must begin from an assessment of its business
objectives and complexity as well as its existing technical infrastructure and the types of products that it
already has in place. Factors banks should consider in selecting an AML product include:

* The company’s viability and its ability to handle new business

* The vendor’s knowledge of the business, the compliance / risk management functions, and the law

* A proven track record of AML product reliability and customer support (or of related product line
reliability if the AML product is new to the market), and how regulators view it

» The type of system, the data being tracked and analyzed, and its appropriateness to the requirements
of the line of business or the bank

* The product’s “fit” into the existing IT architecture of the bank and the resources required to maintain it
* Implementation and deployment, including integration with bank legacy systems

* Cost effectiveness, which includes a variety of factors like immediacy of need, requirement and appetite
for customization, ability to use the AML system to meet other business process requirements (e.g., fraud
detection, customer relationship management)

* Flexibility and the ability to adapt to change
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Conclusion

Banks’ compliance challenges have been increasing with regulations, and the USA Patriot Act is a step up
in the number and breadth of new regulations. In the aftermath of September 11, 2001, Title III will be the
impetus for banking institutions to move from checklist compliance to reputation risk management. Banks
must understand the law and its impact on their business and take a risk-based approach to compliance.

A critical success factor is consistent, comprehensive, and effective use of technology, and an anti-money
laundering product is a basic building block for this success. As has been the case for OFAC in the past,
regulators will begin to judge banks on their use of technology to mitigate risks and deter money laundering
and terrorist financing and will raise the bar as to what is an acceptable solution.

%
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NOTES
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